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1. Purpose

Murrumbidgee Council information assets need to be protected appropriately
throughout their lifecycle to ensure the confidentiality, integrity and availability of ICT
systems and information. Appropriately controlling and restricting access to
information and systems ensures individuals are provided the right access at the right
time for their role.

2. Related Policies

This Policy should be read in conjunction with the following policies:

o Communication Devices, Internet and Intranet Policy, which documents
Council’s requirements and expectations regarding the use of its
communications devices (including password requirements, use of multi-factor
authentication, etc.);

. Cyber Security Policy, which documents Council’s approach to managing and
improving its resilience to cyber threats;

J IT Security Policy, which documents the high-level requirements that Council
expects from its ICT systems, to ensure information is being protected
appropriately.

3. Scope

The requirements and expectations outlined by this policy apply to:

o All Murrumbidgee Councillors, permanent full time, part time, trainee and
temporary staff, graduates, contractors, consultants and vendors engaged by
Murrumbidgee Council;

. Anybody authorised to access and make use of any Murrumbidgee Council
computing systems, networks, and/or information;
o Any other body authorised to administer, develop, manage and support

Murrumbidgee Council information systems and assets.

4, Access Control

Access to information assets must be driven by information management
requirements. These requirements must be translated into controls which deliver
appropriate and enforceable access management.

Access to information and resources must be granted in a controlled manner.
Appropriate approval must be sourced prior to the delivery of access. Where possible,
the principle of least privilege should be applied to ensure the right person has the
right access to only the information they need.

Applicable legislation or regulatory restrictions (such as privacy and records
management) must be considered when creating or issuing access to Council
information or systems. Any system covered under legislation must abide by the
legislative restrictions within the access process.
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5. Access to Networks and Network Services

Provision and de-provision of access to networks must be in line with this policy.
Access to a network does not infer or assume access to a system or service; specific
and unique authorisations must be obtained for each.

6. User Access Management

User Registration and De-Registration

Accounts must be registered in such a way that they uniquely identify the owner/user.

User registration and de-registration procedures must be implemented and
documented when granting or revoking access rights.

These procedures must be documented and include:

o Recorded authorisation from appropriate management to perform the
registration or de-registration;
J Verification that the registration or de-registration action performed is correct.

These documents must be kept for appropriate amounts of time, commensurate with
legislative requirements. If no specific timeframes are articulated by legislation, this
history must be kept for a reasonable amount of time to support an investigation, if
required.

Where an account is required to be created for a specific business need, and is not
associated to an individual, a system account or a generic account can be created to
perform the required functions.

System Accounts

System accounts (also known as service accounts) are accounts which are primarily
used by an application, and are only used by humans in the event of an emergency
situation. Where possible, system accounts must be made non-interactive to prevent
human interaction. System accounts should be registered and tracked by the
information asset owner or delegate of the identity store that the account resides on.

Generic Accounts

Generic accounts (also known as shared network accounts) are accounts that are not
associated to an individual, and are created to satisfy a specific business need.
Multiple users can log in to a single generic account to authenticate to Council’s
network, application or other resources.

Generic accounts must not be allocated an email address or given access to sensitive
information such as employee or client details. Where possible, generic accounts
should follow the principle of least privileges required to do the job they are intended
for.
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Generic or shared network accounts must have a defined owner who is responsible
for managing access to the account, password resets etc. Requests for generic or
shared accounts must undergo a formal review process, with approval obtained from
the Manager, Corporate and Community Services.

User Access Provisioning

Access to Murrumbidgee Council information resources must be authorised by either
the Finance Manager (for financial systems) or the Manager, Corporate and
Community Services (for other systems), or the member of the executive team to
which they report, prior to being provisioned. It is their responsibility to ensure that
access privileges are aligned with the needs of the business, meet the information
management requirements, and are assigned on a need-to-know basis.

Procedures for access provisioning must be documented and must ensure that access
requests and approvals are documented. Furthermore, segregation of duties should
be applied to ensure the requester is not provisioning their own access.

Management of Privileged Access Rights

Where technically feasible, administrative permissions should be applied to a
secondary user account in order to prevent a user operating with heightened access
privileges when they are not required. Privileged user accounts must not be used for
general purposes such as browsing the Internet.

Where technically feasible, administrative permissions should be applied on a
temporary basis unless a business need exists justifying their persistence.

All requests for privileged access rights must be approved by the Manager, Corporate
and Community Services and documented following an approved procedure. The
provision of elevated access must only be actioned after approval is obtained and
cannot be actioned by the requester.

Generic administrative accounts must not be used unless a technical preclusion exists.
Management of Secret Authentication Information of Users

Should a Software as a Service (SaaS) model be utilised within Council which requires
the use of email addresses as usernames, only unique individual email addresses
should be used, not shared mailboxes.

Passwords must meet the requirements set out in Council’s Communication Devices,
Internet and Intranet Policy.

Review of User Access Rights
The Finance Manager (for financial systems) and Manager, Corporate and Community

Services (for other systems) are responsible for ensuring that staff access entitlements
are appropriate for the staff member’s role and position.
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They are also responsible for ensuring that User Access Reviews are conducted on a
quarterly basis to ensure the right people are provided the right access at the right
time.

Removal or Adjustment of Access Rights

Removal of a user’'s access rights must follow an approved process, and should
secure appropriate approvals.

Adjustment of a user’s access rights must be approved by either the Finance Manager
(for financial systems) or the Manager, Corporate and Community Services (for other
systems), or a member of the executive team to which they report.

Adjustments and removals of access rights must be documented, and verification that
the rights were removed or adjusted as appropriate should occur.

7. System and Application Access Control

Before being given the opportunity to log onto a computer facility, intended users must
be presented with a login screen.

Identification of network, location, system criticality, service supported or host should
not appear prior to a successful login.

Systems must be configured not to give any information on an unsuccessful login. This
includes identifying which portion of a login sequence (User ID or password) was
incorrect. User account management controls must be established to lock user
accounts after a defined number of failed authentication attempts.

Systems which manage passwords must implement techniques which ensure the
quality of passwords, but also ensure the stored passwords are suitably protected.

Password management systems should:

. Ensure passwords are changed at scheduled intervals;

o Keep a password history;

. Provide uniqueness of user accounts to ensure accountability;

. Ensure temporary passwords are unique to an individual and selected at
random;

. Store passwords in a non-reconstitutable form (i.e. one-way hash). This means
the password is encrypted and, if the password file is compromised, the
password will not display as clear text;

. Ensure password entry is secure.
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8. Mobile Devices

Additional security measures must be implemented to protect data held on or
accessed via mobile devices. All corporate data must be encrypted and, where
technically feasible, corporate data and applications should be segregated to avoid
inappropriate use or disclosure.

Mobile devices must be password protected by minimum 4-digit passcodes. Simple
passcodes that are common and easily guessed are not to be used.

9. Remote Connections

All remote connections to the Council network must implement appropriate controls,
including encryption, to mitigate the risks posed by being external to the protected
facilities and computing equipment of the organisation by utilising two factor
authentication. Cloud based systems that hold highly sensitive information and provide
direct access should leverage two factor authentication.

10. Review
This Policy:
e To be reviewed within the first year of the new Council term;

e May be reviewed and amended at any time at Council’s discretion (or if legislative
or State Government policy changes occur).
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1. Purpose

This policy is designed to articulate the high level Murrumbidgee Council expects from
its IT systems, to ensure information is being protected appropriately.

2. Related Policies

This policy should be read in conjunction with the following policies:

J Communication Devices, Internet and Intranet Policy, which documents
Council’s requirements and expectations regarding the use of its
communications devices (including password requirements, use of multi-factor
authentication, etc.);

. Cyber Security Policy, which documents Council’'s approach to managing and
improving its resilience to cyber threats;
o Access Control Policy, which documents the mechanisms for appropriately

controlling and restricting access to information and systems to ensure
individuals are provided the right access at the right time for their role.

3. Equipment Maintenance

All equipment must be correctly maintained to provide availability and protect the
integrity and confidentiality of information. Equipment should be monitored and
inspected in accordance with manufacturer's specifications. Only authorised
maintenance personnel are allowed to perform repairs, and all repairs or service work
must be recorded. If equipment must be sent offsite for repairs, the confidentiality and
integrity of any information must be ensured. Any damage to the equipment should be
reported to Council’s IT Managed Service Provider. If the equipment is lost or stolen,
staff must report to the Council’s IT Managed Service Provider as soon as practicable.

4. Secure Disposal or Re-Use of Equipment

Information shall be removed from any information systems equipment which has
been used for Council business before disposal, donation, or re-use. This sanitisation
process must take place before releasing such equipment for disposal.

5. Clear Desk and Clear Screen Policy

All users must keep a clear desk and screen. This requires all information, whether it
be on paper or screen, to be properly locked away or disposed of when a workstation
is not in use or is unattended. The clear desk and clear screen policy will reduce the
risk of unauthorised access, loss of, and damage to information during and outside of
normal business hours or when workstations are left unattended.

Screensavers/session locks on all PCs/laptops and servers must be implemented. The
lock must require the user to re-authenticate before system access is granted.
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All printers and fax machines should be cleared of papers as soon as they are printed,
to ensure that sensitive documents are not left in printer trays for the wrong person to
pick up.

Sensitive physical documents should be shredded.

6. Change Management

All changes to Murrumbidgee Council information assets must be performed in a
controlled and managed fashion. All changes must:

Be formally documented;

Be peer reviewed;

Be tested prior to implementation; and

Be reviewed and approved by an appropriately authorised audience.

Where changes to the information resources do not come under the province of
change management (eg. new-user registrations), suitable audit trails and
authorisation procedures should be established.

7. Separation of Development, Testing and Operational Environments

Separate and controlled environments should exist for development, test and
production where business requirements support their necessity.

Appropriate access controls should be applied to the development and testing
environments to ensure the confidentiality and integrity of development activities and
data.

8. Controls Against Malware

To prevent the introduction of malicious software, approved malware protection
software must be installed, where technologically possible, on Murrumbidgee Council
resources, including services, user workstations, standalone workstations, mobile
computing devices and laptops.

Malicious software controls must be regularly updated to ensure malicious software
can be appropriately identified.

Instances of detected malicious code software outbreaks fall within the definition of a
cyber security incident, and should be handled in accordance with Council’s
Communication Devices, Internet and Intranet Policy. The user should also physically
disconnect their computer from the network as soon as possible to prevent spreading
the infection.
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9. Information Backup

Users of information should ensure that appropriate backup and recovery procedures
exist for all information assets that have backup requirements. The types of backups
and their minimum frequencies should be determined in consultation with the
Manager, Corporate and Community Services and Council’'s IT Managed Service
Provider.

10. Event Logging

Systems which facilitate access to, store, transfer or create Council information must,
where technically feasible, have logging capabilities enabled which identify at a
minimum:

o Who performed an action;
o What action was performed;
. When the event occurred.

All event logs should be kept for periods in line with legislative requirements. If no legal
requirements are identified, the event logs should be kept for time periods that support
an investigation.

Where supported, actions performed by users of authority (administrators or
operators) should be logged.

Mechanisms should be in place to evidence when administrative tasks are performed
which are outside of the bounds of normal application or system processes (i.e.,
clearing or flushing logs).

11. Installation of Software

The updating or installation of software and program libraries on servers must only be
performed by authorised personnel and be in accordance with section 6 (Change
Management). The updating or installation of software and program libraries on
desktops and laptops must be restricted and controlled.

Only approved pieces of software should be installed on systems by an authorised
individual. Controls should be implemented to control the installation of software by
unauthorised individuals.

Staff seeking to have software approved for installation should approach the Manager,
Corporate and Community Services in the first instance, with a review also to be
undertaken by Council’s IT Managed Service Provider.

12.  Management of Technical Vulnerabilities

Council’s IT Managed Service Provider, with the oversight of the Manager, Corporate
and Community Services, is responsible for maintaining a risk register documenting
known risks, and prioritising and mitigating those risks.
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13. Review
This Policy:

e To be reviewed within the first year of the new Council term;
e May be reviewed and amended at any time at Council’s discretion (or if legislative
or State Government policy changes occur).
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1. Purpose

The purpose of this policy is to document the cyber security policy and framework
adopted by Murrumbidgee Council (Council) to manage and improve its resilience to
cyber threats.

Cyber threats come in a variety of forms and continuously evolve, therefore the
approach to cyber security needs to cover multiple fronts and be flexible to evolve
around both business requirements and threats.

Covered within the framework is the general approach of preventing threats through
system controls, managing incidents when they occur, and education of staff.

2. Related Policies

This policy should be read in conjunction with the following policies:

J Communication Devices, Internet and Intranet Policy, which documents
Council’'s requirements and expectations regarding the wuse of its
communications devices (including password requirements, use of multi-factor
authentication, etc.);

J IT Security Policy, which documents the high-level requirements that Council
expects from its ICT systems to ensure information is being protected
appropriately;

. Access Control Policy, which documents the mechanisms for appropriately

controlling and restricting access to information and systems to ensure
individuals are provided the right access at the right time for their role.

3. Roles and Responsibilities

This section outlines the roles and responsibilities that Council has allocated as part
of its cyber security function.

The General Manager is responsible for:

o Appointing or assigning an appropriate senior staff member with the authority
to perform the duties outlined in this policy;

. Supporting Council’s cyber security plan;

. Ensuring Council develops, implements and maintains an effective cyber
security plan;

o Determining Council’s risk appetite;

o Appropriately resourcing and supporting cyber security initiatives, including
training and awareness and continual improvement initiatives to support this
policy.

The Executive Team is accountable for cyber security, including risks, plans,
reporting, and meeting the requirements of the Cyber Security Guidelines — Local
Government released by Cyber Security NSW.
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The Chief Financial Officer is responsible for:

. Defining and implementing a cyber security plan for the protection of Council’s
information and systems;

. Developing a cyber security strategy, architecture and risk management
process, and incorporating these into Council’s current risk framework and
processes;

. Implementing a cyber security plan that includes consideration of threats, risks

and vulnerabilities that impact the protection of the organisation’s information
and systems within the organisation’s cyber security risk tolerance;

. Assessing and providing recommendations on any exemptions to organisation
information, security policies and standards;

. Attending Audit, Risk & Improvement Committee meetings;

o Managing the budget and funding for the cyber security program.

The Manager, Corporate and Community Services is responsible for:

o Implementing policies, procedures, practices and tools to assist with the
implementation of Council’s cyber security framework;

. Building cyber incident response capability;

. Collaborating with privacy, audit, information management and risk officers to
protect Council information and systems;

. Ensuring that consultants, contractors, and outsourced service providers
understand the cyber security requirements of their roles;

o Ensuring all staff and providers understand their roles in building and
maintaining secure systems;

. Monitoring and enforcing the compliance of Council’s managed service provider

with Council’s cyber security requirements.

The People & Culture Officer is responsible for:

o Establishing training and awareness programs to increase employees’ cyber
security capability;
J Ensuring that all staff understand the cyber security requirements of their roles.

The Records Officer is responsible for:

. Acting as a focal point within Council for all matters relating to information
management that are required to support cyber security;
o Ensuring that a cyber incident that involved damage or loss is escalated and

reported to Council’s IT Managed Service Provider and Executive team.

Council’s IT Managed Service Provider (with the support of Council’s Chief Financial
Officer and Manager, Corporate & Community Services) is responsible for:

o Investigating, responding to, and reporting on cyber security events;
. Reporting cyber incidents to the General Manager and Cyber Security NSW, if
appropriate;
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. Ensuring a secure-by-design approach for new initiatives and upgrades to
existing systems, including legacy systems;

. Managing and coordinating the response to cyber security incidents, changing
threats and vulnerabilities;

o Developing and maintaining cyber security procedures and guidelines;

o Providing guidance on cyber security risks introduced from business and
operational change;

o Managing the life cycle of cyber security platforms including design,
deployment, ongoing operation and decommissioning;

. Ensuring appropriate management of the availability, capacity and performance
of cyber security hardware and applications;

o Providing input and support to regulatory compliance and assurance activities
and managing any resultant remedial activity;

. Developing a metrics and assurance framework to measure the effectiveness
of controls;

J Providing day-to-day management and oversight of operational delivery.

Council’'s Audit, Risk & Improvement Committee is responsible for:

o Validating that the cyber security plan meets Council’s goals and objective, and
ensuring the plan supports the Council’s cyber security strategy;

. Providing assurance regarding the effectiveness of cyber security controls;

. Assisting to ensure the risk framework is applied in assessing cyber security
risks and with setting of risk appetite;

J Assisting Council staff in analysing cyber security risk.

4. Foundational Requirements

Council will work towards implementing the Foundational Requirements set out in the
Cyber Security Guidelines — Local Government released by Cyber Security NSW
(annexed to this policy). Staff will complete the Self~Assessment (Basic) template
report on at least an annual basis and provide it to the Executive team and Audit, Risk
& Improvement Committee for review. Resolving unmet requirements will form the
basis of Council’s cyber security improvement plan.

These foundational requirements encompass:

o Implementing cyber security planning and governance;

o Building and supporting a cyber security culture across the organisation;

. Managing cyber security risks to safeguard and secure information and
systems;

o Improving resilience, including ability to rapidly detect cyber incidents and

respond appropriately.

Implementation of the Essential Eight (a series of prioritised mitigation strategies
designed by the Australian Cyber Security Centre to help organisations protect
themselves against various cyber threats) is also incorporated within these
foundational requirements.
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5. Cyber Incidents

A cyber incident is an occurrence or activity that may threaten the confidentiality,
integrity or availability of a system or the information stored, processed or
communicated by it.

Notification and information retention requirements in the event of a cyber security
incident are set out in Council’'s Communication Devices, Internet and Intranet Policy.

Once a report is received, the following process will be followed:

1. Investigate: Investigate reports to determine whether a breach has occurred, as
well as the scope, impact and severity of the incident.

2. Isolate: Take appropriate action to isolate impacted systems until a resolution
can be applied.

3. Eradicate & Recover: Develop a plan for eradicating any threat and repairing
damage caused. Consideration will be given to implementing relevant
components of Council’'s IT Business Continuity Subplan, managed and
maintained by Council’s IT managed service provider.

4. Review: Conduct a review of the event to determine whether it was a reportable
event, and identify any improvements that could be made to the response plan
or layers of defence.

It is noted that Council’s IT Managed Service Provider also has reporting requirements
in the event of a cyber incident.

Council’s IT Managed Service Provider also conducts a security check and review of
logs as part of its monthly processes, and maintains logging of events through its
ticketing system. It is not proposed to implement an additional register at this time.

6. Penetration Testing

Council will conduct penetration testing on at least a biennial basis, or when there are
major changes to Council’s information systems.

7. Review
This Policy:

e To be reviewed within the first year of the new Council term
e May be reviewed and amended at any time at Council’s discretion (or if legislative
or State Government policy changes occur)

This Policy has been drafted with reference to the Cyber Security Guidelines — Local

Government released by Cyber Security NSW, and should be reviewed with reference
to those guidelines.
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Annexure 1

Foundational Requirements (extract from Cyber Security Guidelines - Local
Government

6. Foundational Requirements

Clutlined below are foundational reguirements that focus on enhancing planning and govemance,
developing a cyber security culture, safeguarding information and systems, strengthening resilience
against attacks and mproved reporting.

Councils should implement cyber security planning and governance_ Councils should:

Allocate rofes and responsibiities as detailed in the Guidelines.

1.2 Ensure there is a govemance committee at the executive level or equivalent (dedicated
or shared) to be accountable for cyber secunty including risks, plans, reporting and
meeting the requirements of the Guidelines.

1.3 Develop, implement and mantain an approved cyber secunty plan that is integrated with
your aorganisation’s business continuity amangements.
1.4 Include cyber secunty in their risk management fmmework and consider cyber security

threats when performing risk assessments.

1.3 Be accountable for the cyber risks of thewr ICT sevice providers with access to or holding
of government information and systems and ensure these providers understand and
comply with the cyber security requirements of the contract, mchuiding the applicable parts
of the Guidelines and any other relevant organisational secunty policies.

©

PREFARE
Councils should buld and support a cyber security culture across their organisation.

Councils should:

21 Implement regular cyber security awareness fmining for all employees, contraciors and
outscurced ICT service providers.

2.2 Increase awareness of cyber security risk across all staff including the need to report
cyber security risks.

2.3 Foster a culture where cyber security risk management is an important and valued aspect
of decision-making and where cyber secunty risk management processes are understood
and applied.

2.4 Ensure that appropriate access confrols and secunty screening processes are in place for
people with privileged access or access to sensitive or classified nformation.

2.3 Receive andlor provide information on security threats and intelligence with Cyber
Security N5SW and cooperate with M5W Gowvermment to enable management of
government-wide cyber nsk.
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Councils should manage cyber security risks to safeguard and secure their mformation
and systems. Councils should:

Implement an Infomation Securty Management System (ISMS), Cyber Securty
Management System (CEMS) or Cyber Security Framewaork (Z5F).

32 Implement the ACSC Essential Eight?.

3.3 Classify mformation and systems according to their business value (i.e. the impact of loss
of confidentiality, integrity or availability).

3.4 Ensure cyber securty requirements are built into precurements and into the early stages

of projects and the system dewelopment life cycle (SDLC), including agile projects. Any
upgrades to existing systems must comply with your onganisation’s cyber risk tolemnce.

335 Audit trail and activity logging records are determined, documented, mplemented and
reviewed for new ICT systems and eshancements.

® U

RESPOMND RECOVER

Councils should mhrmsm n:.h:lng their ability o rapidly detect cyber
mcidents and respond appropriately. Councils should:

Hawve a current cyber incident response plan that integrates with the agency incident
management process and the NSW Governmend Cyber lncident Response Plan.

42 Exercise their cyber mcident response plan at least every year.

4.3 Ensure that ICT systems and assets are monitored to identify cyber security events and
vernfy the effectiveness of profective measures.

4.4 Report cyber secunty incidents o their CI50 andior Cyber Security NSW. If relevant,

ensure incident reporting is compliant with Federal reporting requirements.

7.  The Essential Eight

The ACSC recommends that organisations implement eight essential mitigation strategies as a
baseline. This baseline, known as the Essential Eight, makes it much harder for adversaries to
compromise systems. Please check the ACSC website for the latest version of the Essential Eight
and maturity model.
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The ACSC Essential Eight was refreshed on 12 July 2021. This update focused on using the maturity
levels to counter the sophistication of different levels of adversary tradecraft and targeting. rather than
being aligned to the intent of a mitigation sirategy. The redefintion of a number of maturty levels wil
also strengthen a risk-based approach to mplementation of the Essential Eight strategies. As the
maturity model has been redefined and many requirements hawve changed, maturity assessments for
the July 2021 model should not be directly compared to earlier versions of Essential Eight

= FALQ: hitps-/iwww.cyber.gov.au'acsciview-all-contentipublications/essential-=ight-rmaturity-

model-fag

= Essential Eight Maturity Model: https-iiwerw_cyber gov_auw'acsciview-all-
contentpublications/essential-eight-maturity-model

= [Definitions: hittps:iwaw_cyber.gov. awacsciview-all-contentfadvice/cyber-security-terminalogy

= |SM: https e cyber gov.awacsciview-all-content/ism

Mitigation What Why
Strategy
Application Checking programs against a pre- Sounapproved programs including
control defined approved list and blocking all malware are unable to start and
programs not on this list preventing attackers from running
programs which enable them fo gan
access or steal data
Pateh Apply security fixes/patches or Unpatehed applications can be
applications mitigations {(femporary workarounds) for | exploited by attackers and in the
programs within a timely manner (48 worst case enable an attacker to
Hours for intemet reachable completely takeover an application,
applications). Do not use applications access all information contained
which are cut-of-support and do not within and use this access to access
receive secunty fixes conneched systems
Configure MS | Only allow Office macros (automated w can be used t;ﬁﬂtl‘nit”ﬂﬂﬂaﬂd
[H'ﬁf:e MAC T -:;nrnrnandsjl where 'I:hE."I'E is a busmess amﬁtﬁﬁnﬂllmlﬂxbmd irtall mak an
settings reguirement and restrict the type of
commands 3 macro can execube. Also
monitor usage of Macros.
User Configure key programs (web browers, Default settings on key programs like
application office, POF software. ete) to apply web browsers may not be the most
hardening settings that will make it more difficult for | secure configuration. Making changes

an attacker to successfully run
commands to install makware

will help reduce the abiity of a
compromised/malicious website from
successfully downloading and
imstaling mahware.
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Restrict
administrative

Limit how accounts with the ability to
administer and alter key system and

Administrator accounts are ‘the keys o
the kin " and so controling their wse
wril e it more dificult for an attacker to

authentication

in by using additional checks separate to
a password such as a code from an
SMSiMobile application or fingerprint
SCan

privileges securnty seftings can be sccessaed and identify and successfully gain access to
used. one of these accounts which would give
thern significant conirol over systems
Patch Apply security fixes/patches ar Unpatched operating systems can be
operating temporary workarounds/mitigations for exploited by attackers and in the
systems operating systems (=.g9. Windows ) within | worst case enable an attacker to
a timely manner (28 Hours for internst completely takeover an application,
reachable applications). Do not use access all information contained
versions of an Operating system which within amd wse this access to access
are old and/or not receiving securty conneched systems
flees
Multi-factor & method of validating the user logging | Unpatched operatng systems can be

exploited by attackers and in the
worst case enable an attacksr to
completely takeover an application,
aceess all information contained
within and use this access to access
conneched systems

Regular
backups

Regular backups of mportant new or
changed data, software and
configuration setiings, stored
disconnected and retamned for at least
three months. Test the restoration
process when the backup capability is
initially implemented. annually and
whenewer IT infrastructure changes.

To ensure nformation can be acoessed
following a cyber-securnty nodent 2.9, 3
Fansomyare incident),
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1. Purpose

This policy defines how Murrumbidgee Council will manage trees in the Local Government Area,
and will assist residents, property owners, authorities, Council officers, contractors, developers,
and those working with the Council to understand the requirements for the management of street
and reserve trees.

Street and reserve trees contribute to the appearance of the area through their aesthetic value,
by providing identity and character. In addition, trees contribute to improving urban environments
by absorbing heat, providing shade, reducing solar radiation, providing habitat, utilising
stormwater run-off, and assisting in air purification.

The purpose of this policy is to formalise Council’s management of trees including:

Tree selection and planting
Risk assessment
Maintenance and tree removal
Preservation

Murrumbidgee Council LGA encompasses an area of 6500 square kilometres. Operated or
controlled land is exposed to varying degrees of risk associated with the hazards which exist on
the land - both natural hazards and hazards related to developed facilities.

2. Scope

This policy applies to all trees and shrubs that are growing on any property under Council’s
control, including operational land, community land, nature strips, road reserves, and public
reserves. It covers:

e Tree selection and location
e Tree removal
¢ Maintenance and preservation

3. Legislation

e Australian Standard “Pruning of Amenity Trees” AS4373 — 2007
e NSW Roads Act 1993

e Local Government Act 1993 No 30

3.1 Essential Energy

Council acknowledge Essential Energy’s obligations under the Electricity Supply Act 1995
(NSW) and encourages them to engage with the local community as they enact those powers.
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4. Tree Planting

4.1 Residents

Council will advise suitable trees to plant on nature strips, but will also authorise residents to
plant trees, provided that:

e a written application is made for such planting, containing an undertaking from the applicant
that the trees, once planted, will be watered and otherwise maintained by the applicant;
o the trees will be of a type that is listed in Council’s Preferred Species List - Appendix 1;

The total number of trees on any section of the nature strip (including existing trees) does not
exceed two (2) for each property frontage, except where the Director of Infrastructure may
determine that additional trees are warranted, where the property frontage is significantly longer
than normal or other unusual circumstances exist.

Residents or land owners may seek approval from the Director of Infrastructure to provide and
plant additional trees on nature strips at their own cost, provided that such trees are of a type
listed on the Council’s Preferred Species List (Appendix 1) and provided that such plantings are
located to minimise future problems regarding Council infrastructure, other services and the
safety of pedestrians and traffic.

A resident or land owner may be required to remove or relocate any nature strip tree planted
without prior approval, if the location or type of tree may cause problems in the future.

4.2  Tree Planting and Maintenance in New Subdivision Developments

Where a developer is required to plant trees as part of the planning permit process for new
developments, Council will oversee the planting and establishment.

Approved landscape plans must conform to site assessments and Council’s Preferred Species
List - Appendix 1.

4.3 Tree Planting — Council

To ensure the long-term success of tree planting, a detailed analysis of site conditions and
design constraints is required. The objective is to minimise the risk associated with trees, by
selecting trees that will have minimal impact on their new environment.

4.4  Existing Trees

A map of tree types within the Council’s urban areas will be progressively developed. This will
provide a general overview of trees that currently exist on Council’s nature strips, within parks

and reserves, and surrounding Council-controlled areas.

Council will also progressively build a register of trees under Council control within urban areas.
The Tree Register will identify:

e Tree species and common name
e Location
e Approximate height of the tree
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e Approximate width of the tree

e Approximate age of the tree

e Assessment of the vitality of the tree

e Other information include surrounding infrastructure, risk assessment, and
recommendations.

As trees are replaced, or new plantings occur, the new tree is added to the Tree Register, and
the existing tree is noted as removed (or other relevant comments).

5. Tree Removal

Whilst tree removal is the last resort management option, public safety always takes priority.
Urban tree removal will not be considered in the following instances:

If there is a safe and practical means for tree retention

For solar access

For unjustified property or infrastructure damage claims

To reduce leaf, fruit, and debris litter

If the tree provides an important biodiversity function such as high conversation road
reserves

For personal aesthetic preference

dropping of leaves, twigs, or other litter,

overshadowing of property,

obscures or otherwise detracts from advertising signage

Urban tree removal may be considered under the following circumstances:

All hazardous trees will be removed as soon as practical

Trees that are unviable, structurally unsound, and high probability of failure

Trees that are dead, dying, or in severe decline

A tree with a defect that cannot be rectified

Trees are proven to be causing damage to infrastructure

As part of a treescape upgrade or capital works program

In such a position as to interfere with the construction of a building or a driveway

Dead or diseased or damaged in such a way as to be unsightly or dangerous

Causing damage to or interfering with the proper maintenance of buildings, fences, paths,

and drains

e Deemed unsuitable for the proposed development of the land, in which case removed trees
are to be replaced by suitable varieties as shown on a comprehensive landscape plan
submitted for approval

e No tree removal is to take place before the receipt of written approval by the Council’s

(Director of Infrastructure)

6. Tree Risk Assessments

All trees under Council control located in urban areas will gradually, and as resources permit,
undergo a risk assessment and will be included on the Tree Register with follow-up inspections
scheduled by the results of the risk assessment. Priority will be given to those trees where:
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e Complaints have been received

e There are obvious declines in tree health

e The tree has been damaged

e The tree or its roots are affecting Council services or infrastructure
e Planned Council works are in the vicinity

When assessing trees, factors used in the analysis include:

e The likelihood of limb or whole tree failure
e The location and the activity occurring at that location where the tree/limb may fail
e The maximum size of the tree or limb identified as having the potential to fail

Recommendations for mitigation works or tree removal are usually made where the risks are
high or very high, and there is minimal environmental or historical value in retaining the tree.
Where doubt exists, or where further assessment is required, Council will enlist the services of
a qualified arborist.

7. Pest and Disease Management

When pest and disease outbreaks compromise the health or increase the risks associated with
trees, Council will only intervene where the trees in question have been planted by Council.

In these circumstances the efficacy and cost-effectiveness of available treatments will be
assessed and, if justified, the appropriate integrated pest management techniques will be
undertaken.

Where affected trees are privately owned, and Council has been made aware, they will advise
the owner so that the owner may take the appropriate action.

7.1  Termite Activity

The presence of pests in trees is not always apparent, and this is the case with termite activity.
The Council will treat Council planted trees where it has knowledge, or has been advised, of
termite activity within those trees.

Due to the nomadic nature of termites, the place of origin of termites cannot be attributed to any
particular tree and therefore Council will not be held responsible for any third-party property
damage.

8. Road Reserve Trees and Vegetation

Council, as the Road Authority under the Roads Act 1993, has a duty of care to the travelling
public to, as far as reasonably practicable, ensure that trees and vegetation in the road reserve
do not present a risk to life or property. To fulfil its duty of care, it will be necessary for staff
involved in road construction, maintenance, and road inspections to be aware of trees and other
vegetation that may present a risk to road users. This will be especially important following high
wind or storm events.
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As the Road Authority, Council must:

e Maintain and, where necessary, enhance roadside conservation value roadsides
e Increase public awareness of the importance of roadside vegetation

e Encourage community involvement in roadside conservation projects

e Provide management guidelines for roadside vegetation

9. Species List

Appendix 1 - Murrumbidgee Council Preferred Species List

10. Policy Review

This Policy:

e To be reviewed within the first year of the new Council term;

e May be reviewed and amended at any time at Council’s discretion (or if legislative or State
Government policy changes occur).
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APPENDIX 1

o

Murrumbidgee
COUNCIL

Preferred Tree Species List
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1.0 Introduction

In accordance with Council’s Tree Management Policy, preferred species is defined as the
trees that Council would select for planting after considering various factors including
environmental, proximity to infrastructure, and ongoing maintenance.

The following procedure outlines how Council assesses trees and their proposed locations to

determine the most appropriate species. The Preferred Species List lists possible trees
according to their size and includes tree characteristics to assist in determining site suitability.

2.0 Zone Areas

When assessing the site and determining the type of tree to plant, consideration must be
given to the following risk zones:

Site Characteristic Zone A ZoneB ZoneC
Most constraints Moderate constraints | Fewest constraints
(High to Very High (Medium Risk) (Low Risk)
Risk)
Electrical and e Uninsulated low and | ®Bundled cables; ¢ No powerlines
telecommunications high voltage wires; | ¢Insulated cables
¢ Bushfire prone area
Below ground services | e Fibre optic cables; e Bundled cables; ¢ No powerlines;
— typical layouts « High voltage power ¢ Insulated cables; ¢ No conduits

e Water conduits;
e Sewer conduits

Slope * Steep slope * Moderate slope * Generally flat
ground
Paved areas e Paved area; ¢ Partially paved e Grassy area
¢ Sealed surface areas;
e Brick pavers ¢ Non reinforced
concrete
Verge width e Less than 3.0m eFrom 3to4m e 4m or wider
Building set back e None e Less than 6m e 6m or greater
Street lighting « Over pedestrian ¢ Street lighting other ¢ No street lighting
crossings; than crossings and
e Traffic intersections Intersections
Signage (i.e. e Arterial roads; J Medium_density e Low den_sity _
traffic signs) « High density residential streets; rural/residential
residential streets ¢ Arterial roads in streets
rural zones
Traffic e Large volumes of ¢ Heavy vehicles in ¢ Residential traffic in
heavy vehicles moderate volumes low volumes;

e Cul-de-sacs
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Site Characteristic

Zone A
Most constraints

Zone B
Moderate constraints

Zone C
Fewest constraints

(High to Very High (Medium Risk) (Low Risk)
Risk)
Soils e Severely ¢ Moderately e Undisturbed soil;
compacted: compacted; e Deep profile;
e Shallow; e Urban fill; e Medium texture;
« Reactive clay;  Moderate drainage | Good natural
e Acid sulphate; drainage
¢ Poor drainage
Water table e High ¢ Moderate depth ¢ Deep water table

Identify the zone and the constraints that exist at the identified site, and then select a tree
from the Preferred Species List, that is suitable to that Zone, climatic conditions, wildlife
habitat, landscaping principles, and aesthetic value. For example if you have identified an
area for tree planting where fibre optic cables are present, you would not be planting trees
that have been identified in the Preferred Species List that have extensive root systems.
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2.1 New Tree Assessment Flow Diagram

New tree planting
opportunity

Assess the site

Is site suitable for
planting?

Yes

Select species from
Preferred Species Advise Director
List Technical Services

Appendix A

Notify residents
(if required)

Plant tree and
update Tree
Register

Maintain and
monitor
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. Attachment # 8 - Item # 10

Q

Murrumbidgee
COUNCIL

1 August 2023
COLEAMBALLY SPORTS PRECINCT UPDATE

We will be completing the roads, drainage and carpark works at the
Coleambally Sports Precinct at the end of the football and netball season.

These works are based on the masterplan developed in 2020. Included in the

scope of works is the proposed closure of the road between the netball courts
and the gym. This was proposed for the safety of netballers and precinct users
walking between the change rooms and the courts. Also proposed is a new car

park (shown below).
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FUTURE BUS STOP

y PROPOSED
E FUTURE FOOTPATH

= =

16K
g
g
%

NOTE:UNDERGROUND SERVICE
LOCATION ARE SCHEMATIC ONLY. JESSES——.
RECOMMENDATION FOR
POTHOLE TO DETERMINE PROPOSED DIREGTION OF FALL
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EXISTING SPORTS OVAL SITE PLAN FOR CAR PARK

Submissions in writing regarding the proposed road closure are invited and will
be received up to 5 pm on 25 August 2023. Please mark your submission
‘Sports Precinct Civil Works’ and email to mail@murrumbidgee.nsw.gov.au,
drop off at any Council office or mail to PO Box 96, Jerilderie 2716. Please
include your reasons for supporting or opposing the proposed road closure.

John Scarce
GENERAL MANAGER

00

T 1300 676 243 | PO Box 96 Jerilderie NSW 2716 = mail@murrumbidgee.nsw.gov.au = murrumbidgee.nsw.gov.au = ABN 53 573 617 925

Offices: 39 Brolga Place, Coleambally NSW 2707 ' T 02 6954 4060
21 Carrington Street, Darlington Point NSW 2706 | T 02 6960 5500
35 Jerilderie Street, Jerilderie NSW 2716 =~ T 03 5886 1200



Attachment #9 - Item # 10

Alicia Perkins
“Timbarra” 70 Glenn Rd
COLEAMBALLY NSW 2707
General Manager
Murrumbidgee Shire Council
PO Box 96
JERILDERIE NSW 2716

Dear Mr Scarce,

Coleambally Sports Precinct Update — Proposed Road Closure

I am writing to you regarding the proposed road closure at the Coleambally Sports Precinct
and the proposed parking areas.

My main concern with the proposed car parking area is that you will have children walking
through the car park to get from the football oval and canteen to the netball courts. On a
football/netball day particularly a junior’s day this area is a high traffic area with many kids
running from the canteen to the netball courts. Most would not think to look for a car
reversing if the proposed car park was in place and they were required to cross through this
area.

It was also noticed that there was no Ambulance access for the netball courts or a designated
disabled parking area. | have attached a very rough sketch of my proposed parking area for
the sports precinct. | have added in additional Ambulance access areas so both footballers
and netballers can be reached by the Ambulance. | have also highlighted a spot near the gym
where | think an entrance should be so the Ambulance can drive up to the Gym roller door
entrance if needed.

| have highlighted an area behind the stadium that could be used for disabled parking, this
area is close to the stadium and could have a cement path near it allowing for easy access. |
have moved the children’s play area from behind the toilet block and placed it near the
outdoor gym area. Moving this free’s up a large area that could be used for parking. It places
the park in a central location that is away from roads and will also prevent children from
crossing roads to get to the playground. It would also stop children from crossing through a
car park to get to and from the netball courts and the stadium as seen in your proposed plan.

Thank you for taking the time to look at my proposed changes and | hope you take them into
consideration.

Kind regards,
Alicia Perkins
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Coleambally Football Netball Club
PO Box 80
COLEAMBALLY NSW 2707

Email: secretary@colybluesfnc.com

ABN 72 994 900 809

To the General Manager John Scarce,

| am writing to you on behalf of the Coleambally Football Netball Club (CFNC) in relation
to the proposed road closure civil works at the Coleambally Sports Precinct. The CFNC
held a committee meeting to discuss the proposal and would like to raise the following
concerns/discussion points.

Once the road is closed all traffic will be required to use the road between the tennis
courts and the community gym. This road is not wide enough to have 2 vehicles pass
each other (or buses to drive through) and therefore could be dangerous as people are
driving around the bend. It is our suggestion that this road be widened, unfortunately it
can not be widened on the tennis court side as that is used as carparking for the tennis
and squash courts and the preschool and therefore will be disadvantaged by the
required changes.

We are concerned that there will not be enough carparking spaces in the proposed
carpark area and would suggest moving the outdoor gym area to the proposed grassed
area to allow for the carpark area to be extended. On weekends when CFNC have home
games that are juniors and seniors we can have excess of 60 cars parked in the carpark
area that your diagram only allows 30. It has been questioned where the disabled
parking spots are located? And with the placement of the netball fence, where will the
ambulance access be to the netball courts and to the roller door of the community gym?
With the kerb and carpark placement, could it also be identified how individuals can
access the storage sheds as we require backing a trailer up to the roller door and
therefore the kerb shown in the provided diagram will impede this.

CFNC are concerned that the drainage needed for that area will not be suffice and
therefore cause issues to the netball court area. The grassed area at the courts already
have drainage issues and it is our concern this will be worsened as a result of this
proposal.

It is our understanding that the proposal is for the safety of the netballers and precinct
users walking between the changerooms, kids play equipment and the courts. We have
used the key on the diagram to identify that path, however we are unable to identify
where the path will be located between the changerooms/courts and the canteen/football
oval if you are able to specify?

Please do not hesitate to contact me if you have any questions with the concerns we
have raised and we appreciate the opportunity to provide our concerns.

Kind Regards,
(M@

Jacquelyn Marks
Secretary Coleambally FNC



COMMUNITY GYM

25 August 2023

Murrumbidgee Council

PO Box 96

JERILDERIE NSW 2716

Sent to: mail@murrumbidgee.nsw.gov.au

To Whom It May Concern,

Re: Coleambally Sports Precinct Update

We would like to thank you for bringing to our attention the plans for the Coleambally Sport
Precinct and the opportunity to submit our suggestions regarding the car park in the area. |
have taken this request to our committee who have suggested the following be considered in
your planning;

The road to be sealed and or paved where vehicles drive.

Pot holes and speed bump need to be fixed.

If the main area in front of the roller doors is to be closed in from cars and kept for
foot traffic, could we have a lawn/ concrete outside the roller door so group fitness
classes can utilise the outside?

Road signs from Kookaburra Road and Falcon Road to give directions to gym.
Defined parking spots where parking will be.

Designated disabled parking spot with sign at the front of gym.

Further drainage on the preschool side road as it gets pretty deep in water if there’s
significant rain fall.

There needs to be a handicap rail along ramp and upstairs entry into the gym.

Should you wish to discuss any of the above points further please contact our facility by
emailing coleamballycommunitygym@gmail.com or calling 0488 955 313.

We look forward to your replay and seeing the revised plans.

Kind Regards

Prue Harper
Coleambally Community Gym


mailto:mail@murrumbidgee.nsw.gov.au
mailto:coleamballycommunitygym@gmail.com

Coleambally Preschool Assn. Inc.
ABN: 30 545 837 095

Association No.: 05152-48

Falcon Road

PO Box 58

COLEAMBALLY NSW 2707

Phone: 02 6954 4050 0456 164 219

Email: colypre@live.com.au or

director@coleamballypreschool.com

8 August 2023

General Manager
Murrumbidgee Council

PO Box 96

JERILDERIE NSW 2716

RE: SPORTS PRECINCT CIVIL WORKS

On behalf of the Coleambally Preschool Committee | would like to propose the following.

1

Keep the road via the netball courts and gym open to relieve congestion past the preschool and
enabling trafic to flow around the loop. Build a predestrian crossing between netball courts and
change room, with speed bump to ensure drives are being cautious.

It would be recommended for either decision (closing road or leaving open) to have multiple speed
limit signs of 10kms within the zone.

Children crossing signs would be approprate.

The provision of footpaths from the school to the preschool for children to use when going to and
from the buses twice a day would help to keep the children safe. Currently and on a daily basis
during the school term, the children walk from the CCS through the plantation on the footpath then
cross to the netball courts to the end of the courts and cross over at the top of the gym then along
the gym footpath to the preschool. This is repeated in reverse at the end of the day. We also at
times have children ride their bike, with a parent, to and from preschool.

Ideally, designated parking in front of the tennis courts as up to 4 and 5 educators park their cars
there. This can become wet underfoot or cars are in the way for mowing.

Thank you for your consideration of our submission and if you have any further questions, please contact me
at the below contact details.

Yours sincerely

Natalie Burke (President)

Coleambally Preschool Inc.02 954 4050
Natalie Burke 0429 722 613
Director Colleen Kelly 0428 531 876


mailto:colypre@live.com.au

Dear Sir/Madam

Please consider the Family Day Care and Preschool Centre before finalising the decision to close the road between
the netball courts and the gym.

Leaving the road open would continue to allow safe free-flowing traffic to and from the Family Centre, as it does
now, even though this section is in dire need of repair - especially considering how many people use it.

The traffic to the family centre currently flows in a circular direction.

Kindly keep in mind that the whole road, with the exception of the distance from Falcon Road to the "Gatekeepers
Box", is not wide enough to allow for dual-way traffic usage.

I look forward to your early response.
Karen Bull

Educator

Coleambally Preschool.

To whom it May Concern;
| am writing to voice an objection to the proposed road closure between the netball courts and the gym/playground.

Closing this road indefinitely, creates increased traffic in front of the squash courts. The Coleambally squash club participates
in junior racquet sports (squash and racqetball), night time competitions, intertown competition and regional development
camps.

We rely on the common sense of others to drive between the netball courts and gym when we have activities occurring at the
Squash courts which always involve children who run back and forth between the courts and playground between matches
and/or coaching times.

A cheaper and more inclusive solution would be to simply place traffic cones on the road while netball is being played which
can be removed later in the day when the matches are finished. Please keep in mind they are only their every second weekend
during the league competition.

Failing this a painted pedestrian crossing which would actually be useful on the squash court/tennis court road would be a
constructive alternative.

Attached is a photo of junior racquetsports players at the park in between matches at the squash courts. Generally citizens
drive the other road near netball courts. Occasionally we have to watch when we hear a vehicle that has chosen the route on
the squash court side.

I would be grateful if council could consider the cheaper option of traffic cones to temporarily close the road for the half day
per fortnight that netball competition is played.

Yours Truly
Cate Hardy

Junior Racqetsports coordinator
Coleambally Squash Club

ph 0413885278



Letter to Murrumbidgee Council opposing the proposed road closure in the sport precinct area at Coleambally.

To whom it may concern. As a concerned parent and community member would like to oppose the upgrades that
would not improve the area but be a backward step and use funding to enable the backward step that would be
better put to use in a fix that would benefit all.

| would like to oppose the closure of the road in the sports precinct. Reasons are below.

e Will inadvertently increase traffic flow around the front of Day care centre and Preschool area. The gym and
training times are not just limited to evenings and weekend and will have an impact on the safety and
caution in an area where small children are when arriving or being picked up.

e The Squash courts have young players and members that have no fencing or structures to stop immediate
access to the roadway. The netball courts already have fencing along the side of them at this stage to stop
balls and people running our straight onto the road.

e Currently you have a preschool and daycare children with no footpath access to it and have the kids walking
from the school bus drop zone and continuing down roadways to attend preschool. By implementing this
upgrade there has been no regard to the safety ( in the form of providing zebra crossing or pathway/ speed
zone ) of the little kids that make the trip daily to get to preschool, but there is a need for the nedball users
to access changerooms possibly 2 times a week. If it is so important that the netballers that are most likely at
a more mature age can’t cross the road safely to get to change rooms why hasn’t there been provided a way
to access the preschool prior to now for safety reasons or at least address it in this upgrade.

Solution that would be beneficial:

e Zebra stripping from netball courts across to change rooms with speed signs for reduced speed limit being
10kmh.

e An extra zebra crossing from walkway on far side of gym or a pathway they could use to safely get to
preschool and day care as well would be beneficial.

e Leave the current Roadway in place to minimise the traffic flow in front of squash courts and preschool area.

Thanks for your time and consideration

Regards Andrew O’Connor



SCHEDULE OF INVESTMENTS - 31 AUGUST 2023

External investments

In accordance with Regulation 212 of the Local Government (General) Regulation 2005, details of Murrumbidgee Council's

external investments are set out below.

Attachment # 10 - ltem # 15

Term

Institution Balance ($) Yield (p.a.) Maturity (months) No.
Suncorp - METWAY  1,039,273.00 5.11% 26/02/2024 6 20
Bendigo 1,222,198.36 4.00% 16/09/2023 6 21
Bendigo 1,016,860.27 4.40% 1/09/2023 6 22
Bendigo 505,041.10 5.15% 20/11/2023 5 23
IMB Ltd 1,027,274.89 5.15% 17/11/2023 5 24
Westpac 1,236,408.33 4.53% 25/09/2023 3 25
St George 522,616.92 3.88% 3/09/2023 3 27
Bendigo 847,601.23 5.00% 4/12/2023 4 28
IMB Ltd 773,572.06 4.65% 3/10/2023 4 29
Westpac 600,000.00 4.41% 21/09/2023 5 30
St George 1,022,057.90 4.05% 18/12/2023 9 31
Westpac 800,000.00 4.99% 23/10/2023 4 32
Bendigo 1,539,359.11 5.05% 27/10/2023 4 33
Suncorp - METWAY  1,603,232.06 4.95% 6/09/2023 3 34
Bendigo 1,030,847.13 5.15% 27/11/2023 4 35
Bendigo 1,000,000.00 5.35% 27/01/2024 6 36
Bendigo 3,000,000.00 4.55% 16/10/2023 5 37
IMB Ltd 1,000,000.00 4.75% 29/11/2023 6 38
Bendigo 1,514,794.52 4.70% 30/10/2023 5 40
NAB 500,000.00 5.10% 16/02/2024 6 42
Westpac 505,343.56 5.13% 20/11/2023 5 41
Westpac 1,038,909.05 5.00% 21/11/2023 4 43
Bendigo 1,000,000.00 5.25% 21/12/2023 5 44
Bendigo 2,065,415.53 4.95% 20/12/2023 4 45
Bendigo 2,800,000.00 5.50% 28/06/2024 12 46
NAB 3,000,000.00 5.40% 25/01/2024 7 47

32,210,805

Maturity

All investments comply with the maximum duration set out for each rating category in the Investment Policy.

$

Funds

Month Maturing
September 2023 $ 6,201,316
October 2023 $ 7,627,726
November 2023 $ 5,107,416
December 2023 $ 4,935,075
January 2024 $ 4,000,000
February 2024 $ 1,539,273

March 2024 $ -

April 2024 $ -

May 2024 $ -
June 2024 $ 2,800,000
$ 32,210,805



Countergarties to Investments

Institution

Balance

S&P / Moody's / Fitch

Highest Limit % Invested Compliant
Bendigo 17,542,117 BBB+/ A3/ A- A N/A 54.46% N/A
IMB Ltd 2,800,847 -/ Baal/BBB+ BBB 10% 8.70% @
Suncorp - Metway 2,642,505 A+/AL/A A 14% 8.20% @
NAB 3,500,000 AA-/ Aa3/ A+ A 14% 10.87% @
St George / Westpac 5,725,336 AA- | Aa3 | A+ AA 30% 17.77% @
32,210,805 100%
St George / Westpac
18%
NAB
11%
Bendigo
54%
Suncorp - Metway
8%
IMB Ltd
9%
Investment with Bendigo Bank 54.46% ]

In recognition of the significant community role, support and activities undertaken within the Council area, Council aims to hold
50% of its investment portfolio with the Coleambally Community Bank.

If, when considering a new investment, an equivalently-rated or better-rated institution is offering an interest rate 0.40% p.a. (or
more) higher than Coleambally Community Bank with a comparable term to maturity, Council may invest in that institution in

preference to Coleambally Community Bank, irrespective of the target set out above. However, Council will hold a minimum of
10% of its portfolio with the Coleambally Community Bank at all times.

%0T WnWIulA
%06 19848
%9% 7S [eny

0.00% 10.00% 20.00% 50.00% 60.00% 70.00% 80.00% 90.00% 100.00%

30.00% 40.00%



Overall Credit Quality Limits

Credit Rating Maximum Balance % Invested Compliant
AAA 100% $ - 0.00% ]
AA 100% $ 5,725,336 17.77% [ )
A 60% $ 6,142,505 19.07% @
BBB 40% $ 2,800,847 8.70% [ )
Bendigo N/A $ 17,542,117 54.46% N/A
Total $ 32,210,805 100%
AAA -"---"---------"---"---------"---"---------"---"---------"--------------"-""----------""-:
AA __________________----"_________"---"_________"---"_________"----__________"-""_________-""-:
ge N T -E
Bendigo
0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%
Actual Investment i Maximum Allocation
Monthly investment movements
Redemptions
Institution - No. Balance ($) Comments
Bendigo Inv 45 1,000,000 Withdraw partial investment for cash flow purposes
1,000,000
New Investments
Term
Institution - No. Balance ($) Yield (p.a.) (months)  Comments
0
Rollovers
Term
Institution - No. Balance ($) Yield (p.a.) (months) ~ Comments
Bendigo Inv 28 847,601 5% 4
NAB Inv 42 500,000 5.10% 4
Bendigo Inv 45 2,065,416 4.95% 4
Suncorp - METWAY 1,039,273 5.11% 6
4,452,290
Investment performance
Aug-23 FYTD
Total investment income, including accrued interest $136,889 $276,252
Money-weighted rate of return (% p.a.) 4.99% 4.87%
Bloomberg AusBond Bank Bill Index 4.38% 4.44%
Overperformance/(underperformance) 0.60% 0.43%
g&3 83 g8
w5 g 23 S g
Exe g S&
$- $50,000 $100,000  $150,000  $200,000  $250,000  $300,000  $350,000  $400,000  $450,000  $500,000



Attachment # 11 - Item # 16
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