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1. Purpose 

The purpose of this policy is to document the cyber security policy and framework 
adopted by Murrumbidgee Council (Council) to manage and improve its resilience to 
cyber threats. 
 
Cyber threats come in a variety of forms and continuously evolve, therefore the 
approach to cyber security needs to cover multiple fronts and be flexible to evolve 
around both business requirements and threats. 
 
Covered within the framework is the general approach of preventing threats through 
system controls, managing incidents when they occur, and education of staff. 
 
2. Related Policies 

This policy should be read in conjunction with the following policies: 
 
 Communication Devices, Internet and Intranet Policy, which documents 

Council’s requirements and expectations regarding the use of its 
communications devices (including password requirements, use of multi-factor 
authentication, etc.); 

 IT Security Policy, which documents the high-level requirements that Council 
expects from its ICT systems to ensure information is being protected 
appropriately; 

 Access Control Policy, which documents the mechanisms for appropriately 
controlling and restricting access to information and systems to ensure 
individuals are provided the right access at the right time for their role. 

 
3. Roles and Responsibilities 

This section outlines the roles and responsibilities that Council has allocated as part 
of its cyber security function. 
 
The General Manager is responsible for: 
 
 Appointing or assigning an appropriate senior staff member with the authority 

to perform the duties outlined in this policy; 
 Supporting Council’s cyber security plan; 
 Ensuring Council develops, implements and maintains an effective cyber 

security plan; 
 Determining Council’s risk appetite; 
 Appropriately resourcing and supporting cyber security initiatives, including 

training and awareness and continual improvement initiatives to support this 
policy. 

 
The Executive Team is accountable for cyber security, including risks, plans, 
reporting, and meeting the requirements of the Cyber Security Guidelines – Local 
Government released by Cyber Security NSW. 
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The Chief Financial Officer is responsible for: 
 
 Defining and implementing a cyber security plan for the protection of Council’s 

information and systems; 
 Developing a cyber security strategy, architecture and risk management 

process, and incorporating these into Council’s current risk framework and 
processes; 

 Implementing a cyber security plan that includes consideration of threats, risks 
and vulnerabilities that impact the protection of the organisation’s information 
and systems within the organisation’s cyber security risk tolerance; 

 Assessing and providing recommendations on any exemptions to organisation 
information, security policies and standards; 

 Attending Audit, Risk & Improvement Committee meetings; 
 Managing the budget and funding for the cyber security program. 
 
The Manager, Corporate and Community Services is responsible for: 
 
 Implementing policies, procedures, practices and tools to assist with the 

implementation of Council’s cyber security framework; 
 Building cyber incident response capability; 
 Collaborating with privacy, audit, information management and risk officers to 

protect Council information and systems;  
 Ensuring that consultants, contractors, and outsourced service providers 

understand the cyber security requirements of their roles; 
 Ensuring all staff and providers understand their roles in building and 

maintaining secure systems; 
 Monitoring and enforcing the compliance of Council’s managed service provider 

with Council’s cyber security requirements. 
 
The People & Culture Officer is responsible for: 
 
 Establishing training and awareness programs to increase employees’ cyber 

security capability; 
 Ensuring that all staff understand the cyber security requirements of their roles. 
 
The Records Officer is responsible for: 
 
 Acting as a focal point within Council for all matters relating to information 

management that are required to support cyber security; 
 Ensuring that a cyber incident that involved damage or loss is escalated and 

reported to Council’s IT Managed Service Provider and Executive team. 
 
Council’s IT Managed Service Provider (with the support of Council’s Chief Financial 
Officer and Manager, Corporate & Community Services) is responsible for: 
 
 Investigating, responding to, and reporting on cyber security events; 
 Reporting cyber incidents to the General Manager and Cyber Security NSW, if 

appropriate; 
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 Ensuring a secure-by-design approach for new initiatives and upgrades to 
existing systems, including legacy systems; 

 Managing and coordinating the response to cyber security incidents, changing 
threats and vulnerabilities; 

 Developing and maintaining cyber security procedures and guidelines; 
 Providing guidance on cyber security risks introduced from business and 

operational change; 
 Managing the life cycle of cyber security platforms including design, 

deployment, ongoing operation and decommissioning; 
 Ensuring appropriate management of the availability, capacity and performance 

of cyber security hardware and applications; 
 Providing input and support to regulatory compliance and assurance activities 

and managing any resultant remedial activity; 
 Developing a metrics and assurance framework to measure the effectiveness 

of controls; 
 Providing day-to-day management and oversight of operational delivery. 
 
Council’s Audit, Risk & Improvement Committee is responsible for: 
 
 Validating that the cyber security plan meets Council’s goals and objective, and 

ensuring the plan supports the Council’s cyber security strategy; 
 Providing assurance regarding the effectiveness of cyber security controls; 
 Assisting to ensure the risk framework is applied in assessing cyber security 

risks and with setting of risk appetite; 
 Assisting Council staff in analysing cyber security risk. 
 
4. Foundational Requirements 

Council will work towards implementing the Foundational Requirements set out in the 
Cyber Security Guidelines – Local Government released by Cyber Security NSW 
(annexed to this policy). Staff will complete the Self-Assessment (Basic) template 
report on at least an annual basis and provide it to the Executive team and Audit, Risk 
& Improvement Committee for review. Resolving unmet requirements will form the 
basis of Council’s cyber security improvement plan. 
 
These foundational requirements encompass: 
 
 Implementing cyber security planning and governance; 
 Building and supporting a cyber security culture across the organisation; 
 Managing cyber security risks to safeguard and secure information and 

systems; 
 Improving resilience, including ability to rapidly detect cyber incidents and 

respond appropriately. 
 
Implementation of the Essential Eight (a series of prioritised mitigation strategies 
designed by the Australian Cyber Security Centre to help organisations protect 
themselves against various cyber threats) is also incorporated within these 
foundational requirements. 
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5. Cyber Incidents 

A cyber incident is an occurrence or activity that may threaten the confidentiality, 
integrity or availability of a system or the information stored, processed or 
communicated by it. 
 
Notification and information retention requirements in the event of a cyber security 
incident are set out in Council’s Communication Devices, Internet and Intranet Policy. 
 
Once a report is received, the following process will be followed: 
 
1.  Investigate: Investigate reports to determine whether a breach has occurred, as 

well as the scope, impact and severity of the incident. 
2.  Isolate: Take appropriate action to isolate impacted systems until a resolution 

can be applied. 
3.  Eradicate & Recover: Develop a plan for eradicating any threat and repairing 

damage caused. Consideration will be given to implementing relevant 
components of Council’s IT Business Continuity Subplan, managed and 
maintained by Council’s IT managed service provider. 

4.  Review: Conduct a review of the event to determine whether it was a reportable 
event, and identify any improvements that could be made to the response plan 
or layers of defence. 

 
It is noted that Council’s IT Managed Service Provider also has reporting requirements 
in the event of a cyber incident. 
 
Council’s IT Managed Service Provider also conducts a security check and review of 
logs as part of its monthly processes, and maintains logging of events through its 
ticketing system. It is not proposed to implement an additional register at this time. 
 
6. Penetration Testing 

Council will conduct penetration testing on at least a biennial basis, or when there are 
major changes to Council’s information systems. 
 
7. Review 

This Policy: 
 
 To be reviewed within the first year of the new Council term 
 May be reviewed and amended at any time at Council’s discretion (or if legislative 

or State Government policy changes occur) 
 
This Policy has been drafted with reference to the Cyber Security Guidelines – Local 
Government released by Cyber Security NSW, and should be reviewed with reference 
to those guidelines. 
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Annexure 1 

Foundational Requirements (extract from Cyber Security Guidelines - Local 
Government 
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